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Providers of next-generation ubiquitous services are facing increasing competition. In 
order to attract and satisfy customers, these services must offer added value e.g. by 
delivering personalized information in a seamless and multi-modal way. Personalized 
services, however, bring about additional requirements related to privacy and security, 
which have to be addressed if the services are to become widely accepted. The ability 
to design, implement and deploy personalized information services in a secure, 
privacy-friendly and at the same time highly efficient way is becoming a key success 
factor for service providers. Nevertheless, current service development architectures 
usually fail to cover all relevant aspects of the service development process, resulting 
in an unnecessary development overhead on the side of the service provider. 
We introduce an agent-based Serviceware Framework assisting service providers in 
developing personalized information services, thus improving user acceptance and 
reducing the time-to-market of the resulting applications. We describe the utilization of 
different modules of the framework, which offer functionality for context-aware 
services at large, focusing on the module for personalization including privacy 
enhancing technologies. In addition, we present the Smart Event Assistant, a 
prototypical application for personalized, seamless and ubiquitous planning of 
entertainment activities, which we have implemented based on this Serviceware 
Framework. 
 
Keywords: personalization, privacy, security, multi-agent systems, context-
awareness. 
 
1   Introduction 
Providers of next-generation ubiquitous services are facing increasing competition. In order to 
attract and satisfy customers, these services must offer added value. Context-aware services fulfill 
these requirements because they integrate functionality related to three main aspects of mobile 
services: Provision of personalized information, ubiquitous and device-independent access, and 
location-based services functionality. While there are a number of solutions for device-
independent and location-based services, many existing personalized information services have 
failed to meet the requirements of service users, resulting in a lack of acceptance of the respective 
services in general. The main reason for this lies in the inherent conflict between the primary goal 
of the service user (the goal to receive personal recommendations based on individual preferences) 
and additional requirements related to privacy and security aspects (the necessity to protect 
sensitive personal information against various threats). 
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Providers of context-aware services have to cover these aspects, and at the same time need to 
develop services in a highly efficient way. In this paper, we introduce an agent-based Serviceware 
Framework assisting service providers in developing context-aware services in general, and 
personalized information services in particular. Based on the framework, we have developed a 
prototypical application, the Smart Event Assistant, providing several context-aware services 
related to the planning of entertainment activities in various cities. The implemented personalized 
information services meet all typical requirements related to personalization, privacy and security. 
The paper is structured as follows: In the next section, we provide a problem description illustrated 
by a typical scenario taken from the domain of personalized information services. Section 3 
introduces our approach of a framework for context-aware services. Section 4 focuses on the 
personalization module and its filtering techniques. Section 5 describes our solutions related to 
privacy and security aspects. Section 6 outlines the implementation of the framework and 
describes the Smart Event Assistant, an application based on the framework. Section 7 discusses 
related work. Section 8 concludes the paper with an outlook and possible further work. 
 
 
2   Problem Description 
Personalized information services offer added value to the user, but they bring about additional 
requirements related to privacy and security. We illustrate this problem by describing a scenario 
for a typical personalized information service based on an application, which supports users in 
planning entertainment activities in a certain area.  
In our scenario, a Columbian tourist is visiting Berlin. Because he has never visited the German 
capital before, the tourist is not familiar with local entertainment activities. Because of his tight 
schedule, he does not want to familiarize himself with search engines and other standard 
information sources (such as newspapers, TV, or radio). Instead, the user prefers to receive 
personalized recommendations for entertainment activities, based on preferences and information 
he has already provided, e.g. for different cities he has visited before. He uses an application, 
which helps him to plan his activities by providing personalized recommendations.  
Having arrived and checked in at his hotel, the user plans his evening entertainment activities 
by using the application via an HTML-based browser on a WiFi-enabled notebook. As he is 
visiting Berlin on his own, he is interested in meeting other users with similar interests. Having 
proceeded with the input, the system recommends a restaurant and a following theater visit, two 
activities matching the tourist's preferences. He therefore accepts the restaurant and theater 
recommendations, thus confirming the tentative reservations that have been automatically 
generated by the application. According to his schedule, the Columbian tourist leaves the hotel and 
uses the application's integrated routing information system via his third generation cellular phone 
to find his way to the first venue. 
This scenario raises various privacy and security issues: The system requires private user 
information in order to create personalized recommendations and to determine users with similar 
interests. From the user's point of view, this information should never be used for additional 
purposes nor be passed on to third parties. In addition, private user information must be protected 
against unauthorized external access or attacks, e.g. during the communication between the user 
and the system as well as between different system components. Due to the ubiquitous character of 
the application, the user information cannot be stored on the user's device itself, but has to be 






3 Framework for Context-Aware Services 
We have developed a framework for context-aware services integrating functionality for 
personalized information services with functionality for device independence and location-based 





Fig.  1. The Framework for Context-Aware Services 
 
Typically recurring functionality such as services for user profile management, a calendar for 
managing appointments etc. are provided as well. Fig. 1 gives an overview of the entire 
framework. 
 
3.1 Framework Architecture 
Our approach of a Serviceware Framework for context-aware services is based on Multi-Agent 
System (MAS) technology. For an introduction to MAS technology, we refer to [1]. Basically, 
MAS architectures consist of agents encapsulating specific functionality and offering services to 
exchange data with other agents. All agents exist in specific environments, the agent platforms. 
Agent interaction is based on ontologies, which define a common vocabulary. Agents offer 
services with specific effects usable by other agents, thus providing a well-defined interface. 
Dedicated agents fulfill infrastructure tasks, such as providing white and yellow pages services for 
agent and service discovery.  Finally, agents are characterized by a certain degree of autonomy. 
We have decided to use MAS technology because it fulfills many requirements of frameworks 
for context-aware services. An overview of these requirements, the respective solution provided by 
MAS technology, and the relevance for personalized information services in particular is given in 
Table 1. There are other approaches for distributed systems addressing these requirements in a 




in its network independence and versatility. Additionally, certain aspects of our framework 
architecture (see Section 5.1.) require autonomous, communicating entities and may therefore 
ideally be realized via MAS technology. 
 
3.2 Framework Modules 
The framework for context-aware services consists of three main modules related to the main 
aspects of context awareness, i.e. personalization, device independence, and location-based 
services. Furthermore, an infrastructure module is provided covering different management tasks. 
The services provided by the agents in each module represent the interface of the respective 
module. 
 
3.2.1 Personalization Module 
The personalization module contains all functionality required for information filtering processes 
and is described in detail in Section 4. 
Table 1. Requirements of frameworks for context-aware services. 
 





Modularity: Typically, not all 
framework functionality is required in 
any given scenario. It should be 
possible to use only those parts of the 
framework that are actually required. 
MAS-based applications are 
mainly configured by selecting 
and defining the participating 
agents. Therefore different 
modules made up by groups of 
agents may be changed easily. 
In order to develop and 
deploy personalized 
information services, only 
the respective modules of 
the framework will have 
to be used. 
Scalability: The framework should be 
usable for small, non-public systems as 
well as for applications with a large 
target audience. 
Scalability is mainly achieved by 
duplicating the agents responsible 
for critical tasks, thus distributing 
the load between multiple 
identical agents and removing 
bottlenecks. 
Many personalized 
services rely on 
information about other 
users, and thus require a 
large amount of users. 
Adaptability: The functionality 
provided by the framework should not 
be static, or it would be outdated soon. 
Therefore, it should be possible to add, 
remove, or replace parts of the 
framework without requiring changes 
on the framework user’s side. 
MAS-based applications may be 
reconfigured even at runtime, i.e. 
agents may be added or removed 
to adapt the functionality 
provided. The newly offered 
services may be used 
immediately. 
Probable reconfigurations 





Distribution: It should be possible to 
distribute the framework e.g. in order 
to enable load balancing, or to increase 
the overall security. 
Mobile agents have the ability to 
migrate between platforms, which 
may be located on different 
servers, e.g. for reasons of load-
balancing. 
A large amount of 
computation depends on  
the actual  users at any 
given  time and therefore 
is rather unpredictable. 
Security: The framework should 
contain various security features to 
prevent unauthorized use of its 
functionality and resources, and to 
protect systems based on the 
framework against attacks. 
MAS architectures include 
security features preventing 
unauthorized service usage and 
prohibiting agents from attacking 
other agents or platforms. 
Sensitive personal 
information is especially 
susceptible to external 
threats. This is discussed 
in more detail in Section 
5.1. 
Privacy: In order to enhance the 
acceptance and trustworthiness of the 
respective systems from the intended 
users’ point of view, privacy-enhancing 
technologies should be built into the 
framework. 
Privacy aspects regarding 
personal information are 
addressed by encapsulating 
sensitive information within 
dedicated personal user agents. 
Privacy is the essential 
requirement for 
personalized services.  
This is discussed in more 






3.2.2 Module for Device Independence 
The device independence module provides functionality for generating user interfaces for different 
devices, such as cellular phones, PDAs or laptops, without having to change the underlying 
functionality of the respective services. This is mainly achieved by using the Multi-Access Service 
Platform (MASP) [2], which separates device-dependent layout aspects from general user 
interaction aspects for each dialog. Layout aspects are specified in an abstract way by the service 
developer and mapped to a specific layout optimized for the current device display. Moreover, the 
MASP offers multi-modal, multi-lingual and multi-media-based user interfaces, thus providing the 
most appropriate dialog based on the user’s situation. Finally, the MASP includes an intelligent 
session management. The user may switch modes, devices and networks freely, and is therefore 
able to use the respective information service seamlessly and comfortably. For a detailed 
description of this module, we refer to [3]. In the context of personalization, the module for device 
independence is responsible for providing customized user interfaces, based on the user's preferred 
language and mode of interaction. Thus, accessibility and internationalization issues are covered. 
 
3.2.3 Module for Location-Based Services 
The module for Location-Based Services supports the localization of users, and additionally 
supplies ontologies for processing location information. It provides functionality for mapping and 
routing between different locations, and suggests specific Points of Interest (e.g. tourist attractions 
or pharmacies) within a given region. 
 
3.2.4 Infrastructure Module 
The infrastructure module supports, among other aspects, the management of users, sessions, and 
services. It provides AAA functionality for authentication, authorization and accounting. 
 
 
4 The Personalization Module 
The personalization module contains all functionality required for information filtering processes. 
Basically, an information filtering process generates personalized recommendations for a user, 
based on his personal user profile and an information service provider profile, i.e. all potential 
recommendations, by applying a specific filtering technique. Each user profile is stored and 
controlled by a dedicated user agent, while the provider profile, which is typically much larger, is 
stored and controlled by the service provider, usually in a database management system. There are 
filtering techniques for distributed information filtering (an example realized in our framework is 
Distributed Collaborative Filtering, see Section 4.4.1), in which the provider profile actually 
represents the profile of another user. The structure of the overall information filtering process, 
however, is similar to the regular case. 
The personalization module consists of three submodules, which are responsible for 
information collection, information processing and information filtering, as shown in Fig. 2. While 
these submodules do not interact directly, they are responsible for specific tasks related to 
operations on the user profile. Subsequently, they are typically used by different services, but it is 
also feasible for a single integrating service to utilize all three submodules. Finally, it should be 
noted that the submodules for information processing and information filtering contain adaptable 







4.1 Information Collection Submodule 
The Information Collection submodule collects information offered by an information service 
provider, i.e. the information based on which personalized recommendations are generated and 
propagated to users. Additionally, it collects personal information about the user for whom 
recommendations are to be generated. While obtaining the service provider information is usually 
a straightforward task, because in most cases it is already available in an organized structure, such 




Fig. 2. Architecture of the personalization submodule and related framework elements 
 
cases because of various reasons: The user may not be willing to provide the information, simply 
because it is too inconvenient; the user may not be able to provide the information because he 
cannot describe his preferences adequately; or the user provides, perhaps unintentionally, incorrect 
information. 
For these reasons, the information collection submodule supports different methods for 
obtaining feedback from the user. In the most basic case, explicit feedback is provided by the user 
(e.g. the rating for a specific object or a list containing general preferences) and simply collected. 
Furthermore, this submodule supports services in collecting implicit user feedback by monitoring 
the user's activities (e.g. the time spent viewing specific items, actions performed in specific 
dialogs, etc.). While explicit feedback expresses the user's preferences more exactly, resulting in 
more accurate recommendations, users in general have been found to accept slightly less accurate 
recommendations as a tradeoff for not having to provide explicit feedback. In all cases, the 
gathered information is propagated to the respective user agent and directly stored as a part of the 
user profile. Additionally, the user may view and update his personal profile directly via the 
information collection submodule, e.g. in order to remove outdated items or simply to obtain an 





4.2 Information Processing Submodule 
The information processing submodule converts the information stored in both the user and the 
provider profile, aggregating single items into models used for information filtering. The structure 
of a model depends on the filtering technique it is used for. Models may, e.g. represent neural 
networks, decision trees, or results of machine learning algorithms. While the information stored in 
profiles via the information collection submodule may be used directly by simple filtering 
techniques, it has to be processed further for other, more advanced filtering techniques. Some 
 
 
exemplary filtering techniques, all of which are included in the realized framework, are listed in 
Table 2. The filtering techniques themselves are described in the following section. In any case, 
the item models have to be created and updated in accordance with the filtering technique using 
them afterwards. Therefore, the agent providing filtering technique itself is responsible for offering 
specific information processing functionality as well. 
 
4.3 Information Filtering Submodule 
The information filtering submodule is responsible for creating recommendations based on the 
information stored in the user and provider profile, by applying a specific filtering technique. The 
choice of filtering technique mainly depends on the structure of the information stored in the 
profiles, especially if it has been processed and aggregated into a specific model, on the character 
of recommendations the user wants to receive (as an example, he may be interested in items 
similar to the items collected in his profile, or he may explicitly want to receive dissimilar yet still 
relevant items), and on privacy considerations, as will be discussed in Section 5. 
The filtering techniques applicable within our framework may be classified by the following 
three main categories. For a further discussion of filtering techniques and their categories, we refer 
to [4]. 
 
4.3.1 Feature-Based Filtering  
Feature-based filtering techniques (also known as content-based filtering) determine 
recommendations by comparing the features or attributes of items. In the most basic case, items 
Table 2. Exemplary filtering techniques and the required profile structures. 
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are compared directly, and the provider profile items most similar to the user profile items are 
returned as recommendations. For large profiles, however, this approach is rather inefficient.   
For this reason, feature-based filtering techniques are generally based on models of items in 
order to speed up the process of generating recommendations. Feature-based filtering techniques 
are applicable whenever the respective items may be described adequately and uniformly by 
distinct attributes. They are not applicable in cases where recommendations have to be generated 
from heterogeneous items characterized by only a few or no common attributes, or from items 
without any well-definable attributes. 
 
4.3.2 Collaborative Filtering  
Collaborative filtering techniques determine recommendations indirectly by comparing 
entire user profiles in order to detect users with similar preferences. The recommendations 
comprise the users themselves, if the user is mainly interested in contacting other users with 
matching interests, or they are taken from the profiles of similar users. While this approach 
facilitates serendipitous recommendations, and is applicable whenever user profiles at least 
partially overlap, it has several drawbacks mainly related to the fact that it is often difficult 
to reliably determine similar users.. Hence, collaborative filtering techniques are often used 
in combination with other approaches, resulting in hybrid techniques [5]. 
 
4.3.3 Knowledge-Based Filtering  
Knowledge-based filtering techniques determine recommendations by applying domain-specific 
knowledge to profile items in order to create extensive models. As an example, the similarity of 
items may not be determined implicitly, as in the learning-based approaches described above, but 
stated explicitly instead. While the quality of recommendations is potentially highest for 
knowledge-based filtering techniques, they require additional effort for modeling domain-specific 
knowledge, and are therefore often impractical. Examples for knowledge based filtering 
techniques are given in [6]. 
 
4.4 Realized Filtering Techniques 
In our framework for context-aware services, we have realized several filtering techniques, as 
described in the following subsections and listed in Table 2. The architecture allows an easy 
inclusion of additional filtering techniques by providing a standardized interface. 
 
4.4.1 Direct Feature-Based Filtering 
Direct feature-based filtering is included as the most fundamental filtering technique. It compares 
all user profile items with all provider profile items, returning as recommendations the most 
similar items not already contained in the user profile. It may be directly applied on the items 
themselves i.e. item models are not required. However, it is also possible to derive a user profile 
item model containing prototypical items based on the user's general preferences, and subsequently 
use these as additional items. 
 
4.4.2 Clustered Feature-Based Filtering 
Clustered feature-based filtering organizes the provider profile items into clusters of similar 
items, where each cluster is represented by one designated item indicating the center of the 
cluster. User profile items are then compared with these designated items in order to 
determine relevant clusters, from which the recommendations are taken. For large provider 
profiles, a hierarchical cluster structure is used, in which the cluster elements on each but 





4.4.3 Decision Tree-Based Filtering  
In decision tree-based filtering, which is another type of a feature-based filtering technique, 
a decision tree is created by machine learning algorithms based on the user profile items. 
This decision tree is mapped to a collection of queries on the provider profile data 
structures afterwards. Recommendations are generated by executing the queries. 
 
 
4.4.4 Distributed Collaborative Filtering 
Finally, a distributed collaborative filtering technique is included in order to provide 
recommendations representing users with similar preferences. Potentially similar users are 
determined based on single matching elements in the according user profiles, and the 
similarity of user profiles is then determined by comparing the user profile items, which 
additionally may be weighted, e.g. in order to indicate changes in a user's preference. 
 
 
5 Privacy & Security Aspects 
Our framework for context-aware services especially aims at addressing privacy and security 
aspects with a special focus on user information. Surveys [7] indicate that users are generally 
rather reluctant in providing a large amount of personal information, because there usually is no 
way for them to control the further dissemination of personal information. Existing mechanisms, 
such as privacy policies indicating the intended use of personal information by service providers, 
have turned out to be insufficient, because they are not legally binding and often not adhered to*. 
Hence, additional privacy enhancing technologies are required. Moreover, personal data, and data 
collected in general, has to be protected against security threats, such as external attacks. 
 
5.1 Privacy-Preserving Information Filtering 
Existing recommender system architectures are characterized by an incompatibility of 
personalization and privacy: In order to receive personalized recommendations, the user has 
to provide (and subsequently give up control of) personal information. We introduce an 
approach for Privacy-Preserving Information Filtering (PPIF) that overcomes this dilemma. 
Basically, this is achieved by granting the user exclusive control over his personal 
information, which is encapsulated within a dedicated user agent, as seen in Fig. 2. 
Whenever the personal information has to be accessed by other roles, i.e. for information 
processing and information filtering, the respective agents, who are potentially 
untrustworthy, are supervised, i.e. controlled with regard to their communication 
capabilities. Thus, it is ensured that personal information is not propagated and used for 
unintended purposes. The concept of PPIF is described in detail in [9]. 
 
5.1.1 The Basic Filtering Process 
To illustrate the concept of supervising agents, we outline an exemplary filtering process. 
The User Role represents the user agent, offering a service via which a human user may 
initiate the information filtering process. The Provider Role represents the service provider, 
whereas the Filter Role represents the information filtering submodule. Fig. 3 shows the 
communication flow between the roles in the PPIF architecture, the dashed lines indicating 
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the platforms, which are under the control of supervising agents. The numbers in 
parentheses in the following paragraph indicate the succession of the actions, which is 
shown in the figure as well. 
A filtering process is initiated by the user role by instantiating a user role supervisor 
(URS) agent on any platform (1) and sending a request for recommendations to the provider 
role (2). The provider role instantiates a provider role supervisor (PRS) agent on any 
platform (3) and requests the filter role to provide a temporary filter instance (TFI) agent 




































Fig. 3. An exemplary privacy-preserving information filtering process 
 
 (6 and 6.1) for the user profile. When the TFI agent has received all necessary information, 
the URS agent, including the TFI agent, migrates to the platform controlled by the PRS 
agent (7). After the migration has been completed, the TFI agent queries the provider role 
via both supervising agents (8, 8.1, and 8.1.1) for the provider profile. Having determined 
the recommendations, the TFI agent returns them to the provider role, again via the 
supervising agents (9, 10, and 11), which in turn returns the recommendations to the user 
role (12). 
In this architecture, the supervising agents ensure that no critical part of the respective profile is 
communicated. The TFI, for example, cannot propagate user profile information at all, and the 
provider profile in turn is protected by the PRS agent. 
 
5.1.2 Distributed Collaborative Filtering 
In Distributed Collaborative Filtering user profiles are compared among themselves, instead of 
comparing a user profile with a provider profile. The basic PPIF architecture, as described above, 





If the collaborative filtering is applied to determine similar users, the TFI returns a similarity 
measurement instead of or in addition to the recommendations themselves. 
Another aspect remains to be addressed: Collaborative filtering should be based on a large 
number of users, because it is usually difficult to find sufficiently similar users in a small set of 
users. It is infeasible, however, to carry out the filtering process between all pairs of users. Hence, 
a subset of all pairs of users containing only potentially promising candidates has to be determined. 
In our architecture, this is done by linking each profile element to a list of users, who have added 
this element to their profiles. Whenever a user adds a new element to his profile, he may obtain the 
respective list and may contact potentially similar users. 
Obviously, these lists constitute a privacy risk because it would be possible to reconstruct an 
entire user profile by aggregating all available information. Therefore, the list entries are 
pseudonymized and a mechanism to communicate with a user role known under different 
pseudonyms is included in the architecture. 
 
5.1.3 Suitable Filtering Techniques 
Not all filtering techniques are suitable for PPIF. In cases where the entire provider profile 
is too large to be completely transferred to the temporary filter instance, parts of the profile 
have to be selected. On the one hand, this selection has to be made based on the user 
profile, or the quality of the resulting recommendations would be compromised. On the 
other hand, the selection should be made in a manner that ensures only minimal information 
about the user profile is given away. In the ideal case, the provider is not able to deduce 
more information about the user profile than he is able to do anyway, based on the 
recommendations themselves. With regard to the filtering techniques included in the 
framework, as described in Section 4, the direct feature-based filtering technique and the 
distributed collaborative filtering technique are both obviously suitable because they are 
based on entire profiles. The clustered feature-based filtering technique may be used in a 
way ensuring that no additional information is provided and is therefore ideally suitable as 
well. The decision tree-based filtering technique leaks some additional information about 
the user profile, but it still prevents the provider from determining the specific items 
contained in the user profile. 
 
5.2 Security Features 
Our framework for context-aware services provides countermeasures against different 
security risks inherent to distributed systems. These countermeasures are provided by the 
underlying Multi-Agent System (MAS) technology-based architecture. In this paper, we 
focus on threats related to personal and other kinds of information. 
 
5.2.1 Illegal Access of Information 
An attacker, i.e. an agent or external entity, may try to access information in an illegal manner. In 
the context of personalized services, agents deployed by competing service providers may try to 
access data contained within each other, or eavesdrop on communication channels, in order to 
acquire additional information provided by the attacked service. Moreover, attackers may attempt 
to obtain user profile information in a similar manner. Countermeasures against this threat are 
provided by using security mechanisms for agent platform management, which prevent the access 
of data contained within other agents, and by utilizing mechanisms for secure communication (i.e. 







5.2.2 Unauthorized Access of Resources  
An attacking agent may also attempt to utilize the interfaces provided by other agents, i.e. 
agent services, to access information in an unauthorized way. Alternatively, an attacking 
mobile agent may try to migrate to a platform in an unauthorized way, e.g. in order to 
acquire information via the usage of restricted services. Countermeasures against this threat 
are provided by using Service Control Lists (SCLs), i.e. access control lists containing rules 
for deciding whether a service usage request should be granted or rejected. 
 
5.2.3 Malicious Hosts  
While agents and platforms are adequately protected against attacks of other agents and 
external entities, the possibility of attacks by a host against agents residing on its platform 
remains. There are several approaches suggesting various countermeasures [10][11], but 
none of these solutions is entirely feasible, apart from deploying agent platforms on tamper-
proof hardware. In our architecture, however, a host does not have to be provided by one of 
the participating roles, but may be provided by an external party instead. Therefore, it is 
reasonable to assume the host to be trustworthy. 
 
5.2.4 Threats Related to User Interaction  
In our architecture, the human user has to communicate with an agent located within a 
remote environment throughout all service interaction, because the requirement of device 
independence prevents the possibility of deploying software for user interaction on the 
user's device. All communication channels between human users and agents are based on 
the Multi–Access Service Platform (MASP) [3]. The MASP offers secure communication 
for certain interfaces (e.g. an HTTPS connection for HTTP-based communication), while 
other interfaces, such as the voice interface, cannot be secured. The user is made aware of 




6 The Smart Event Assistant 
The framework for context-aware services has been implemented in conjunction with prototypical 
application services for the entertainment domain, resulting in the Smart Event Assistant (SEA). In 
this section, we briefly describe the underlying MAS architecture with a focus on its privacy and 
security features, followed by the implemented services and an exemplary scenario illustrating the 
usage of the Smart Event Assistant, with a focus on the personalized services and their 
implications regarding privacy and security. The Smart Event Assistant as well as further aspects 
of the framework for context-aware services are discussed in [12][13]*. 
 
6.1 JIAC 
The implementation of the framework has been carried out based on the FIPA-compliant 
MAS-architecture Java Intelligent Agent Componentware (JIAC) [14][15]. JIAC integrates 
fundamental aspects of autonomous agents regarding pro-activeness, intelligence, 
communication capabilities and mobility by providing a scalable component-based 
                                                          
* This work is based on a project funded by the German Federal Ministry of Education and Research under 
Grant No. 01AK037, and a project funded by the German Federal Ministry of Economics and Labour under 





architecture. Additionally, JIAC offers components realizing management and security 
functionality, and provides a methodology for Agent-Oriented Software Engineering 
(AOSE). 
 
6.1.1 Privacy Features 
JIAC supports the application of Privacy-Preserving Information Filtering by providing 
mechanisms to control the communication capabilities of agents on specific platforms. The 
supervising agents of the PPIF architecture, as described in Section 5, are realized by 
adding specific functionality to the platform manager agents, who are subsequently 
responsible, in a manner similar to firewalls, for controlling all communication between 
agents on the respective platform and agents on different platforms. 
 
6.1.2 Security Features 
JIAC has been certified by the German Federal Office for Information Security (BSI) according to 
the Evaluation Assurance Level 3 (EAL3) of the Common Criteria for Information Technology 
Security standard [16]. JIAC offers several security features in the areas of access control 
regarding agent services, secure communication between agents, and low-level security based on 
Java security policies: Access control regarding agent services in JIAC IV is based on 
authenticated users or X.509 certificates belonging to agents. JIAC IV also offers means to secure 
the communication channel between agents. This is either achieved by using the SSL protocol on 
the transport layer or, if this is not possible, e.g. because a FIPA compliant exchange of speech 
acts via the Agent Communication Channel (ACC) is required, an application layer protocol 
similar to SSL is used to protect speech acts. X.509 certificates are used for access control and for 
protecting the communication channel. Finally, Java security mechanisms [17] are utilized to 
protect agents from attacks performed by other agents within the same Java Virtual Machine. Java 
security mechanisms are also used to represent human users as subjects within the Java 
Authentication and Authorization (JAAS) architecture [18]. 
 
6.2 SEA Services 
As a prototypical application based on the framework for context-aware services, we have 
developed the Smart Event Assistant, which integrates various personalized services for 
entertainment planning in different German cities, such as a restaurant finder and a movie finder. 
Additional services, such as a calendar, a routing service and news services complement the 
information services. An intelligent day planner integrates all functionality by providing 
personalized recommendations for the various information services, based on the user's 








































Fig. 4. The main interface of the Smart Event Assistant  (standard and mobile client GUI) 














Fig. 5. The profile initialization dialog of the Smart Event Assistant 
























Fig. 6. The profile management dialog of the Smart Event Assistant  
(standard and mobile client GUI) 
 
Fig. 4 shows a screenshot of the browser-based main interface of the Smart Event Assistant. All 
dialogs are accessible via mobile devices as well. For personalized services, such as the intelligent 
day planner, newly registered users may initialize their personal profile, as shown in Fig. 5. Thus, 
personalized services are immediately accessible even for users who have not provided feedback 
about their preferences in another way. Via the profile manager service, the user may access his 
personal agent and directly and explicitly update his personal profile, as shown in Fig. 6.  
It should be noted that the profile initialization and management dialogs are provided by the 
user agent itself, and not by the respective information services, the information is related to. All 
user interaction uses the Hypertext Transfer Protocol Secure (HTTPS). Thus, privacy and security 




7 Related Work  
 
For the discussion of related work, we focus on the following two main areas: Privacy and 
security aspects of other frameworks for context-aware and mobile services, and approaches 
related to privacy-preserving information filtering. There are a number of frameworks offering 
similar functionality:  
• The Mobile project has developed a framework for context-aware services with a special 
focus on mobile users. The framework is based on the SeMoA agent platform [19]. It heavily 
relies on mobile agents, and therefore focuses on mobile agent security. Additional security 
mechanisms include secure communication between agents and code signing.  
• Another agent-based approach, the e-Wallet project [20], focuses on privacy aspects and 
the protection of the users’ personal information. Users may protect their personal profiles by 
defining access and obfuscation rules, thus ensuring that personal information can only be 
accessed by approved services and third parties. 
• The Oracle Application Server Wireless [21] is a commercial product offering a platform 





offering support for Wireless Transport Layer Security (WTLS), Secure Sockets Layer (SSL), 
Virtual Private Networks (VPN) and a Public Key Infrastructure (PKI). Additional features are 
Access Control Lists (ACL) on the application layer and data storage mechanisms based on 
encrypted data. 
 
Approaches related to privacy-preserving information filtering have been mainly researched in the 
following areas:  
• The goal of private information retrieval approaches is to provide a mechanism for 
querying databases containing certain information without revealing the query to the respective 
information provider. An overview is given in [22]. 
• In secure multi-party computation protocols, a number of participants collaborate in 
order to determine the result of a publicly known function, which is applied on the private data 
of each of the participants, without revealing the private data to other participants. An overview 
is given in [23].  
• In the area of information filtering, approaches for distributed collaborative filtering have 
been suggested [24], focusing, however, on providing recommendations based on similar user 
profiles. They cannot be applied for finding similar users directly. 
 
 
8 Conclusion and Further Work 
 
We have developed an agent-based Serviceware Framework, which assists service providers in 
developing context-aware services in general, and personalized information services in particular. 
Based on the framework, we have developed a prototypical application, the Smart Event Assistant, 
providing various context-aware services related to the planning of entertainment activities in 
various cities, thus demonstrating that the framework may in fact be utilized for the fast and 
efficient development of personalized information services addressing all relevant privacy and 
security aspects. 
The biggest challenge we faced implementing the framework was to ensure adequate 
performance of the resulting application. Due to the significant amount of overhead within multi-
agent system architectures, response times especially in the area of user interaction are more 
critical than in conventional approaches. We have addressed this issue mainly by performing 
operations offline, i.e. independent of the user interaction, as far as possible, e.g. when determining 
recommendations or users with similar preferences. Thus, we were able to ensure acceptable 
response times (a few seconds on average) in the resulting application. 
Another challenging area was the selection of filtering techniques applicable to privacy-
preserving information filtering. We had expected a tradeoff between the quality of the 
recommendations and the actual privacy of the personal information. It turned out, however, that 
there are in fact filtering techniques applicable to privacy-preserving information filtering without 
a significant loss of quality regarding recommendations. 
We are currently working on the implementation of additional community services for 
connecting users with similar interests and preferences. As a next step, we intend to deploy the 
Smart Event Assistant as a commercial application in the context of major sports events, such as 
the 2006 FIFA World Cup in Germany, the 2008 Olympic Games in Beijing or the 2010 World 
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